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3.5.1.2 auth_out_mac_24 class
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status
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UtilizedPoint
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72 String getErrCode();

S8 & o
B E S0l FERY LR ERP o
,frzm]

3.5.1.3 Eecrypt class
AfAem L o s 3520
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Encryption BT e R

getEnc @A RiE o

getEncErrCode BB 4o B S Boigs IR NS o
setMerchantID K H TR R N o
setTerminallD BT H AT ER Y i LN B o
setMerchantName KRS L
setLidm K ETRETEH R

setMerID KEFE b2 IM%

setCustomize Hec &y {@ g P BEEIRER
setPurchAmt KT LE

setTxType EEAEFHE N
setNumberOfPay B EARIE VR 3

setAutoCap KERES# LT p R G50
setProdCode R TA &G

setinMac KPR L L RBRG
setAuthResURL ERSHASURCEE S SRR & 301
setPid KEFF AL DETE
setBirthday KEFF L Ap

setOrderDesc K EFTH

setTermSeq Bt AL

15



®mE K e % s . i
@ Chln.anug v ];] 7 i iqu URL :I’iﬁ:”g ELp

3.5.1.3.1 Encryption ()
ﬁ.f‘?ﬁ;f])\ S q@,ﬁﬁﬁ‘ o

3% 2 void Encryption (String key)

S
RELE LA
key PEAFHEREAEURLMEGSE RS SEESDRIEFE o
BwiE &
# bl &
3.5.1.3.2 getEnc ()

BB o

#% % String getEnc ();
B iE 4 BE o

ol m e

3.5.1.3.3 getEncErrCode()
PoiB e p Sl RN B o F AR A 5 3 B 7 % getEncErrcode &3t B~
b =0 Ao e N RS o
3% % int getEncErrCode ();
Bw i 48N gE ’Z\% 9.2 "TPOSAPI_MAC &n#icés 5w @ iE o
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3.5.1.3.4 setMerchantID()
‘“A"j(ﬁﬁfﬂfxﬁléym*}]}-%%{ (\l, _/Ei)
3% 2 void setMerchantID (String merchantld);

RELE K
merchantld i€ 3 2. MerchantID -
By E s
,ffaf;uj Fri

3.5.1.3.5 setTerminalID ()
2 A“‘iiﬁﬁf’r;}xﬁlé # mﬁk’)r ll“%ﬂtu o (J, _El;)
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3% % void setTerminallD (String terminalld);

5-#c
RELE LA
terminalld R i i 2 TerminallD -
BwiE & o
R

3.5.1.3.6 setMerchantName()
KPR 2P L4 (E4)
3% % void setMerchantName (String merchantName);

D S
RELE LA
merchantName # i Jhfezb et 2 & L0 > ¢ v 3% BIGS 45 -
BwiEm-

3.5.1.3.7 setLidm ()
RKEREITHHE o ()
3% 2 void setLidm (String lidm);

% #ic
RELHE LA
lidm T AT H Sag o
BvE &
I

3.5.1.3.8 setMerID ()
)nﬁ;}_}]}.&_}gv‘#7 I)‘ﬁ ( )
3% 2 void setMerID (String merid);

I3
RELE LA
merid B il 7 2. MerlD -
Bw E =
,ffaf;uj Fri

3.5.1.3.9 setCustomize ()
KT F T RAFGEASEHT e - (E5)
3% /% void setCustomize (String customize);
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3.5.1.3.10 setPurchAmt ()
® R LT -
3% i void setPurchAmt (String purchAmt);
e
o LA
purchAmt & = > FR4RiE £ 47

Bw i ;E °
& &
3.5.1.3.11 setTxType ()
AT E P o ()
# i void setTxType (String txType);

\\\?{r

N

(=A%
—

DS
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txType ENEIE E A
0-- 4
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2- =
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3.5.1.3.12 setNumberOfPay ()
BIADHE - (FE TFr AL PLE 2 AT D)

3% % void setNumberOfPay (String numberOfPay);
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3.5.1.3.13 setAutoCap ()
KIS BT p Bk o (E5)
3% 2 void setAutoCap (String autoCap);
Sk
233
autoCap EHE O RESF AT pRE O AR
0-
1-

e

Fop B O SRR
R A N

=
-5 9
&
H

M
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3.5.1.3.14 setProdCode ()
KETAHSEE (EE > T Al s 2 aqloip i)
3% /2 void setProdCode (String prodCode);

5 ¥
RELE A&
prodCode AN e
v @ & o
ol &

3.5.1.3.16 setinMac ()
R SRR o (L)
3% 2 void setinMac (String inMac);

PSS
RULHE LA
inMac L s ERA > d auth_in_mac_24() A
By E g -
fil &

3.5.1.3.17 setAuthResURL ()
W h S Bk STy e o (E 4
#% 2 void setAuthResURL (String authResURL);
%4
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3.5.1.3.18 setPid ()
KEHFFALPEFH - (EE ) T -2 E 202 4)
3% /2 void setPid (String pid);
RELHE AL
pid FHALDREFE

E»
ﬁ\?
E-)

q\
—
E

o

,ffw

3.5.1.3.19 setBirthday ()
WEFE LA P o FH > T - B2 APE)
#% i void setBirthday (String birthday);
RHLHE LA
irthday FEAAP o

%
#

1@
H

o

*
S

3.5.1.3.20 setOrderDesc ()
KAGTHF S o (E5)
3% 2 void setOrderDesc (String orderDesc);
DS
233 I ¥
orderDesc 7 H 45 it - ¢ v 3% BIGS 45 -

s
H# o
ria

@

N

o
—

s
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3.5.1.4 Decrypt class

JRR e Lo B SY 3520

S W T

DA P

Decryption JEAST

getDec S - - T
getDecErrCode LUl EX TR da g e A
getStatus RS S
getErrcode P
getAuthCode B2 PR
getAuthAmt ERIELEGE -
getLidm BT H gl o

getXid ELE B
getMerID BB gl o
getLast4digitPAN ke g o
getOffsetAmt AT AR o

getOriginal Amt

B R deiTH AR

getUtilizedPoint

8 A = AL 3 B -

getAwardedPoint

B 17 A 2 P B o

getPointBalance

P8P o BLECARER o

getProdCode PR A SN e

getErrDesc PeiE g L it o

getOutMac PR SRR -

getCheckURLOutMac |%# 5 ¢ ¥ - & & 45 & ¥ (> %78 /B 75 (OutMac) & £_F &
FE

getNumberOPay P18 A Hp Hp i o

getTermSeq EARAEE

getCardNumber P {8 vE 78+ BE (654321 ****1234)

3.5.1.4.1 Decryption ()

g’g.f%@?])\ﬁ’;’qﬁ,g‘ﬁf% 0

3% 2 void Decryption (String URLResEnc,

ik
RELH
URLResEnc

&

String

URLResENc -

key)

H %% 3.8k 42k 3K L AUhReSURL(%: % & * )5~ 8
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key
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35.1.4.2 getDec 0

EHERE .
EEE Strlng getDec ();
e

Bw g

?7 ) & o

3 7L °
2% 0B

3.5.1.4.3 getDecErrCode ()

FROKE 52 ER
352 int getDecErrCode ();
¥ m -
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¥ 4| * getDecErrCode & 3% B~ 18 b = 2 % chds 3518 75 o

v E 4R 0 5 R 13.2 TPOSAPI_MAC & ficds 3w @ iE |

f’? b & o

3.5.1.4.4 getStatus ()

W 3

AR ieF B ¢ nstatus o
3572 String getStatus ();
3

g ¢ ehstatus o

I

3.5.1.4.5 getErrcode ()

2% isx 8 ¢ arErrcode o
3% 2 String getErrcode ();
3

Bwig f2icx 8 ¢ arerrcode °

#ol

3.5.1.4.6 getAuthCode ()

2 N 3 4
B E 3% 1s

iz pisx 8 ¢ g AuthCode -
3% 2 String getAuthCode ();
3

F ¢ ¢ trrauthCode -
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3.5.1.4.7 getErrDesc ()
B misF 8 ¢ eherrDesc o
3% % String getErrDesc ();

Bw E hisx 8 ¢ > errDesc & o

Fol & -

3.5.1.4.8 getOutMac ()
Efz%isx 8 ¢ g 0utMac -
3% % String getOutMac ();

n!}ﬁbm 2isx e ¢ & 0utMac -

P

3.5.1.4.9 getMerlID ()
EfEBpiex e ¢ aamerlD o
352 String getMerlID ();

n!}ﬁbm 2isx e ? agimerlD -

@v t] & o

3.5.1.4.10 getAuthAmt ()
EfEpiex e ¢ grauthAmt o
3% 2 String getAuthAmt ();
BwiE f2icx @ ¢ grauthAmt -

#ol

3.5.1.4.11 getLidm ()
EfEpiex e ¢ alidmo
¥ % String getLidm ();
BwEfERiese ¢ o lidm

Fol i

3.5.1.4.12 getXid ()
EfERisx e Y oaxde
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¥ % String getXid ();

3.5.1.4.13 getLast4digitPAN ()
R fEmis 3 8 ¢ i LastddigitPAN o
3% % String getLast4digitPAN ();
BwiE f2%icx 8 ¢ o LastddigitPAN -

P

3.5.1.4.14 getOffsetAmt ()
B fzpisx e ¢ g OffsetAmt -
352 String getOffsetAmt ();

n!l'jbu.a 2 is% 8 ¢ o OffsetAmt

@v t] & o

3.5.1.4.15 String OriginalAmt ()
B fzwisx 8 ¢ g 0riginalAmt o
3% /2 String getOriginalAmt ();
BwiE f2%isx 8 ¢ a0riginalAmt -

#ol

3.5.1.4.16 getUtilizedPoint ()
@iz mis 3 8 ¢ g UtilizedPoint »
3% 2 String getUtilizedPoint ();
BwiE f2%isx 8 ¢ g UtilizedPoint »

3.5.1.4.17 getAwardedPoint ()
Bfznis 3 8 ¢ & AwardedPoint o
#% 2 String getAwardedPoint ();

BwiE f2%isx 8 ¢ o AwardedPoint -
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Fol g -

3.5.1.4.18 getPointBalance ()
iBf2 % {s 3 ¢ ¢ e PointBalance -
3% % String getPointBalance ();

Bw g 23 e ¢ 9 PointBalance -

Fol i -

3.5.1.4.19 getProdCode ()
2 fzpisx ¢ ¢ grProdCode -
352 String getProdCode ();

BwE f2isx 8 ¢ ProdCode -

f’? b & o

3.5.1.4.20 getCheckURLOutMac ()
&A% iss 8 ¢ 9o URLOUtMac #_F 1t 4% °
3% 2 boolean getCheckURLOutMac ();
Br EOAThEFELE > -1 2%FFEA T (R4F P 7P & MAC & > & St
Bieer MACE2 & o

#ol

3.5.1.4.21 getNumberOfPay ()
@iz mis 3 8 ¢ & NumberOfPay -
3% 2 String getNumberOfPay ();

BwiE 2R3 8 ¢ 1 NumberOfPay -

#ol

3.5.1.4.22 getTermSeq ()
Eanisx ¢ g TermSeq »
3% 2 String getTermSeq ();
BwiEfznisse @ g TermSeq -
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3.5.1.4.23 getCardNumber ()
RfRReF R ¢ GrE G+ 5 (654321 F*F*FF**1234) o
3% % String getCardNumber ();

Sk -
BwiE 2R3 P P v+ 5.(654321******1234) -
Fol& -

3.5.1.5 Java # |

A 4 %2 %#E E(InMac) --JAVA
String key = "123456789012345678901234";
String MerchantID = "8221234567890";
String TerminalID = "12345678";

String lidm = "order001";

String Option = "1";

String txType ="0";

String purchAmt = "1000";

auth_in_mac_24 aim = new auth_in_mac_24(MerchantID, TerminallD, lidm, purchAmt, txType, Option, key);
String  inMac= aim.getMAC();

A3 URL 2 % @ 5 #% ~ (URLENC) --JAVA
Encrypt enc= new Encrypt();

enc.setMerchantID(merchantID);
enc.setTerminallD(terminalID);
enc.setMerchantName(merchantName);

enc.setLidm(lidm);

enc.setMerID(merID);

enc.setCustomize("0");// 5 k. F @ * + @R E L2 F o
enc.setPurchAmt(purchAmt);

enc.setTxType("0");

enc.setNumberOfPay("1");

enc.setAutoCap(autoCap);

enc.setProdCode(prodCode);
enc.setinMac(inMac);// /& 5 s % & » »+auth_in_mac_24() & # -
enc.setPid(pid);

enc.setBirthday(birthday);

enc.setOrderDesc(orderDesc);//37H fp it » — 42 % 1 B L 18P 2 2255 ; o B E4BP 2 2255 -

enc.Encryption(key);String URLEnc=enc.getEnc();
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f23 URL % % # 5 ¢ < (Decrypt) —JAVA
Decrypt dec = new Decrypt();
dec.Decryption(URLResENc, key); /5 %% 3.84F i 4 =3k TAUthResURL(4c % & * )P~ (¥ URLResEnc
String  Errcode = dec.getErrcode();

String  ErrDesc = dec.getErrDesc();

String  ErrorCode = dec.getErrorCode();

String  ErrorMessage = dec.getErrorMessage();

String merlD=dec.getMerID();

String lidm = dec.getLidm();

String AuthAmt = dec.getAuthAmt();

String AuthCode = dec.getAuthCode();

String Termseq = dec.getTermSeq();

String CardNumber = dec.getCardNumber();

I/ 3D

String  Last4digitPAN = dec.getLast4digitPAN();

String  Expiry = dec.getExpiry();

String CAVV = dec.getCAVV();

String  ECI = dec.getECI();

String  FeeCharge = dec.getFeeCharge();
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3.5.2 PHP

% % 5 PHPS.3(7 5.3) T kAP d 3t A485% ¢ @ * php_merypt #74t i
i B (7 4 B SRS 0 S f PHP A7k 2Ab Y o 2 R BRIEST R RERE
PHPS. 4 7 7 4% » o fie «

+ B i
,/ ;J_ & fi_ %ﬁ_.pg
auth_mpi_mac.php |/&#§ ~ i*

3.5.2.1 auth_in_mac

‘%\; ﬁ 3 ;\‘ .
kot P WE -4
auth_in_mac A 4~ TR auth_mpi_mac.php
#iE

auth_in_mac($MerchantID,$TerminallD,$lidm,$purchAmt,$tx Type,$Option,$Key,$MerchantNa
me,$AuthResURL,$OrderDetail $AutoCap,$Customize, SMACString,$debug)

o

B

S LH o

MerchantlD  |[42{7 #7382 chd i (R 5L > W #cF > BT 13 75 -

TerminallD TR E B BB N BT > FE 8 o

lidm SRIFHAORY AN AL QLS AT HE B TR
AREERE VBT A3 - WHREFP 253 A0

BX-BE2FA EFZ2RARA | ks AT IR

Heppg sz o

purchAmt ES A B SR R ) e 5 1 s S
IF B o
txType 2E N ERE - BT

® -4 :0

& ~s¥Hil

® - S 12

® flirRsdps i 4

Option BEFHECORIEIINTRE T R OFTH P 4T
® - i 4z FF 1 -

o L %?‘iff 3| g e Hp 8 e o
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® I A GHEAETABAERNE -
® LA EGHES- I -BALASEE
xgméiimﬁéﬂﬂﬂ&

Key A F R & URL MEFHE 3L 5 B BRAE T B o
MerchantName |+ & #7& &7 05 2 & 45 0 ¢ < 373 BIGH 78 -
AuthResURL |/ fc 8 TP~ B 48B 12 > & v hlent v 355 2~ F7k

FA@ - H %2 &% o
OrderDetail TH W ¢ 2 BIGS A -
AutoCap HFpdoggan e

0-% p #33%

1-p ﬁ”pp e
Customize * T+ THEHIZFANEFCR R e

1- 'jigtgga >

-~

3-m=>

S5-ZHFI-F o
debug FREEFIIM)GE 0 e 1o
B w @
3% P
String Xl RS > L prpF g w4 g (HEX) o

3.5.2.2 get_auth_urlenc

‘::\: ﬁ 3 ;\‘ .
S5 B4 P HE L
get_auth_urlenc |& 2 i+ # gy » AR |auth_mpi_mac.php

ik

get_auth_urlenc

($MerchantID,$TerminallD,$lidm,$purchAmt,$txType,$Option,$Key,$MerchantName,$AuthResURL,$O
rderDetail, $AutoCap,$Customize, $SMACString,$debug)

S Hic:

S LA wp

MerchantlD  [41{7 #7322 cng 1 R 5L » @ #cF > B2 13 5§ -
TerminallD FFErP ke N e ilE > FH T8 45

lidm ST P HPET AN TS T b antH R TR
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YRS ER F415 URL s 4P

AHEHELOBF A 38 - EHEFE 2520
BE-BEXFA CKFZAR | et AT

purchAmt

txType

TEFNLR G- BETF
® i35 0
e L2 i i1
® T E 2
& flirFEsdes 4

Option

BEFHFEOEILINARE S R OFTHRP 40T
® - L4 Ffﬂ M1 0

ARSI R L R LU

LA FHE AN BAE SN e

EAHREGES - I CBAL ASNE

PR R AAR BV F

Key

PEFHEHREURL R IRE S EESRBT R -

MerchantName |+ /& #7 & & 77 07 B &40 > ¢ < 373 BIGS 78 -

AuthResURL  |/& 8 {74~ 0 g 14 > & %lﬁb Gient > i p O R
FA@ #-%-? &% o
OrderDetail THfH o ¢ 23 BIGE A -
AutoCap AT p A e
0-% p #353%
1-p B35k
Customize XTSI FEREIEHTFLAAEHCE R o
1- %489 =
2-fage 2
3-&~
S5-E#IF o
MACString v e guth_in_mac() i #7 3] 2. InMac
debug HEEF I P)a 0 dapmgg 1o
B w @
3 & .
String S R 0 2 PP w4225 1 48 (HEX) -
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3.5.2.3 auth_out_mac

EJ\; El ) q‘,\‘ .
&3 f R thE R
auth_out_mac | 2 R B #rw & e FEUR A lauth_mpi_mac.php

W
auth_out_mac($status,$errCode,$authCode, $authAmt,$lidm,$OffsetAmt,$Original
Amt,$UtilizedPoint,$Option,$Last4digitPAN,$Key,$debug)

S dic:

S8 LA Hp

status TERGERKE BT, ERG 1 & 2

errCode THEBEAE o ST, ARG 02 20

authCode THERIER RS ERLZG 2 FE oo

authAmt RiELGE R R 1T i BT o

lidm L e ﬁsi%-m}f:%?r TN AT LA R A E i TR
ﬁ‘].’iﬁ £19BF e 58 0;‘TH%§£—3—3 FATR

]«\

—HEFA EFIRA s AT INREE

?3%‘5—3- oo

OffsetAmt |35 &% - “#cF, £ & 1~7 =ehF 8 o

OriginalAmt |R4o378 £%F o« H#cF #5%, £ R 1~7T =3 8 o

UtilizedPoint | A=t S Bhdic, & FHckt » B R 1~7 ehz B o

Option BEFHE O EIE IR ARE S R OTR EP AT

® - i3 % 0

® L E 1

® ~fliTd- i h 12

® Tt 4

Last4digitPAN'F’%;i%m/E%‘<i"$t3’-, £RE 02 4

Key AR AR URL tRAXE IR L E SR F R -
FREEFLEF)GFE O Mo Lo

debug

Bw i
A L
String N PE B R A PTpF B w4535 A8 (HEX) o




@ | E
Chinatrust

3.5.2.3 genencrypt

¢ OETT £ 4217 URL Hhied 24 p

P

EJ\; El \3’1 q‘,\‘ .
ST -4 L R A
genencrypt A2 A BT auth_mpi_mac.php
Wi

genencrypt($encStr,$Key,$debug)

\?{Ir

-

$E LA [RP

EncRes B FA BT R

Key P AFHEREAEURL ARG SEESTRIEFE o
debug FREEFRIP)FEO gyl

B w B

3 i P

String SHEFEGE GBS
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3.5.2.4 gendecrypt
S BT
ST -4 L thE R
auth_out_mac |f# R i< PR B “7v @ ohjauth_mpi_mac.php
W

gendecrypt($EncRes,$Key,$debug);

S ¥

S LH %’fLP“

EncRes PIRB e BB e 24 chid #ic

Key SFHFREAEURL HAE L S EETREFE o

debug “(SEW";F%) FE 0 WaEpEgE Lo

B E

3 s Bl

Array X p PG s o 2 popE w425 % (HEX) o

Lol wp

status AR FRE o BEF, ERE 1 & 2

errcode TEEFAE o kT, ERE 0 & 20

authcode EBEH OB CLREZ06 2 FE oo

authamt BheiH &% £ R 1~7 0 B3 e o

merid Frk gL o

lidm PR FREE O BN TES A R F
AL OBFAhr 38 - wHHREFTE 2 F
AR -BEYFA C&FZ2AR O ks
FAREAPEF A o

offsetamt FHREE o HHF, ER 1T =enF 8 o

originalamt FdeimH B3F o BlcF RN, ER 1INT xR oo

utilizedpoint An U BB, R ER O R R LT menF R oo

last4digitpan g ke Bk, EAL 0 & 4

errdesc E a2 #F o

authresurl P E TR REB S 0 & v s

xid LL‘”j’v;—‘é#gx PERE  BRE LA BT E(MES
s Fuehp z g Unquie 8) o




B it

CrnnaWUq

@m

PR £47 URL Hpre £ p

awardedpoint Lt il b ek P Bl

pointbalance SV R b g B R o

numberofpay el BT O ERE 0~2 - (AHER
AR #Lré"%\ﬁﬂ%*fé«wﬁl v B AR L LB

prodcode Bl #Lr#"‘r S UELELPAS Rl A ar R =
B i (‘*1 Frds— SR R TS B
o rfﬁ%?f/?» o HL)

CardNumber P78 + 55 (654321 ******1234)

3.5.2.5 PHP ,ﬁz )]
#4 URL 2 % 4 ¢+ (URLENC) --PHP
<?php

include 'auth _mpi mac.php';
$Merchant ID="8220276805409";
$Terminal ID="90000369";
$1idm="811200076" ;
$purchAmt="1990";
$txType="0";
$Option="1";
$Key="123456789012345678901234" ;
$MerchantName="FER{ZEHEL" ;
$AuthResURL="http://www.chinatrust.com. tw";
$0rderDetail=""HIz ETE",
$AutoCap="1";
$Customize=" ";

$debug="0";

$MACString=auth_in_mac($MerchantID,$TerminalID,$1idm, $purchAmt,$txType,$Option, $Key,$MerchantNam

e, $AuthResURL, $0rderDetail, $AutoCap, $Customize, $debug);

echo"InMac=$MACString\n";

$URLEnc=get_auth_urlenc($MerchantID,$TerminalID,$1idm,$purchAmt,$txType,$Option, $Key, $MerchantN

ame, $AuthResURL, $OrderDetail, $AutoCap, $Customize, MACString, $debug) ;

echo"Ur1Enc=$URLEnc\n";
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7>
f23 URL % % # %, ¢ < (Decrypt) --PHP
<7php

include 'auth_mpi_mac.php';

$EncRes=
"344F5B074BCB12E82FAEFES35B5FCC44 5F6C43DB180928531A34811B829C809D5AD3485F50C22DC3148B51321C7D528B90C97
9B2A2CB4D4B079E3C786202161DB859CE6A3CD62ATC87317C5F5219AE6851C0CO1AFCI7C6502B6CBEA3 SFFBF8 SA8 7TFF8 SDACAF
D4B7483ED777DA8FT03E624ESFA24A2D11309C1 18D7AA1BD3ATE2F815A669B374598F05AB6D50C97D84 1C6AB885527D28366C7
364541924EB0645784CB887679794F4412ACOEB6BBEOE19554B133813AB2A7C0770D84 16CSBACA292E98D7FBEEABAZC7612F8B
AF56DB33B5BD2C4B7BE1ECC3003F18FADO1 1DOC91079DAD&330227C6COA44A9C1 SEE1CT73A291734FA22928B3FCR7AF1DFOFB46
TF2659173EBT4AF0S0A"; // [BIEAYEESL » 3 %% 3.84% & 23k T AuthResURL(#x % % * )»~ ¥ URLResEnc

$Key="123456789012345678901234";

$debug="0";

$EncArray=gendecrypt ($EncRes, $Key, $debug) ;

$MACString="";

$URLEnc=""

echo "<BR>\n";
foreach($EncArray AS $name => $val){

"

echo $name ."=>". urlencode(trim($val,"\x00..\x08")) ."\n";

}

$status = isset($EncArray['status']) ? $EncArray['status'] : "";

$errCode = isset($EncArray['errcode']) ? $EncArray['errcode'] : "";
$authCode = isset($EncArray[ authcode']) ? $EncArray['authcode'] : "";
$authAmt = isset($EncArray['authamt']) ? $EncArray['authamt'] : "";

$lidm = isset($EncArray['lidm']) ? $EncArray['lidm'] : "";

$0ffsetAmt = isset($EncArray[ 'offsetamt']) ? $EncArray['offsetamt'] : "";

"

$OriginalAmt = isset($EncArray['originalamt']) ? $EncArray['originalamt'] : "";

$UtilizedPoint = isset($EncArray['utilizedpoint']) ? $EncArray['utilizedpoint'] : ;
$Option = isset($EncArray[ 'numberofpay']) ? $EncArray[' numberofpay'] : "";

1 HELHISE Bylks A7 Aprodcode

//$0ption = isset($EncArray[ 'prodcode']) ? $EncArray['prodcode'] : "";

$Last4digitPAN = isset($EncArray['lastddigitpan']) ? $EncArray['lastddigitpan'] : "";

$CardNumber = isset($EncArray['CardNumber']) ? $EncArray['CardNumber'] : "";

$MACString =
auth_out_mac($status,$errCode,$authCode,$authAmt,$1idm,$0ffsetAmt,$O0riginalAmt,$UtilizedPoint,$Option,
$Last4digitPAN, $Key, $debug);

35



@m

7>

e ¢ B 3eH £ 407 URL fare g4

//1f  ($MACString = $EncArray['outmac']), then the result is right!
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3.5.3 Dot NET
=Rt
el o i
ctcbMac.dll DotNET “vfz % ~ %

3.5.3.1class Encrypt (24 >~ £4m1¢ * )
S BT

ProglD W

CTCB.Crypto. Encrypt A R A e~ TR

Y

YR o EA

MerchantlD |47 #7383 cndF 1 5L ST - F 213 45
TerminallD  [4L{7 #r4 &2 end g (5L > WHieF - HE 8 4 -

OrderNo FRFRFHDRET BN TES LA T H R TR
AEEZEELOBF A 38 c3mHHFEFE 25 AT
BE-BEFA CEFE2RARRK O s 2V IR
BepHEF R o

AuthAmt R E LT B SRR I Rt
g o

txType TEIN SRR - BT

® - i35 :0

o iHEai i1l

® A4 4x B 12

o ilFrEAPAL 14

Key EE R EURL tRAREILIS SR EORBF R o
MerchantName |4 /& #7& &7 «0f b &40 ¢ < 578 BIGS 7§ -
AuthResURL |/ iz 8 (74P~ F a5 (8 » & Ew st > 507 5 £k
FA@ - H#-% 7 &% o

OrderDetail  |[37H# 45t » ¢ < 338 BIG5 7§ -

AutoCap HEpbga e

0-% p #35ac

1-p 340

Pl TRTHFLGEASEFICE G -

2

e e

¢

Customize B
1 _
2 _

—ay }_,\Jq

iy

"gg:l >
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3-® =
5-ZH]F w

ProdCode .?:?'J;f T A TR DA SRR B ETF LR
L0~2 o (efldrds— BB S LR A B
B R L)

NumberOfPay |4 #F i zxdp#ic > #H#cF » R A S 0~2 o (AR FREL
LT AS R G > B L H)

EncodeData |4y T Key #-F 4t 4 § 18 e 2 (FE3)

LastError A2 B PR B ()

EncodingType |(iE3#)F =~ ch% 45 - Encoding 3] i - 3¢ % 4_Big5 °

5 L

P

ClearData

“f MerchantID, TerminallD {- Key #f =7 7% » § #-*f
BRFRFs -

3.5.3.2Class Decrypt (24 =~ &4ai¢ #)

S WS T

ProglD P

CTCB.Crypto.Decrypt JRR R PIRESy Bl p 2

Bt

Bl L4 o

EncRes PR B AT iR 2

Status TEHARE O BiF, ERG 1L &2

ErrCode TEEEAE O T, EARS 0 & 20

AuthCode 1%:};1‘%1%’&<w)§156:’1”:¢3:g o

AuthAmt L ER 1I-7 m Fifiitaz e o

MerlID

OrderNo ERFBHOR AN LT P A T EH R TR
A EBEI9BFAdFE o JTE»&J?L»'} B2 3o
BX-BE2FA EFEIRARRA | s 2T AR
BeppygFx o

OffsetAmt FHESE o BEF, £ R 1T xR oo

Original Amt Bhei 8 B3 o BMEF RN, ER 1T 2ax @ oo

UtilizedPoint MO BRI, L OF RS o R R LNT ez B oo

Option BEFHEEEIEFNARE S A ROTR R AT

® ¥ txType=0- F#i# M1,
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=i

[

oL L~ A G A B i o

® = txType=1> FTi¥
Fl i B2 Bagd SN o

22

=

F
® % txType=2’F
F

® & txType=4- > TR EZZP|e B > o3 HBFHTL:
A& e - B E L Ao
Last4 igitPAN |+ 5Lk sz, LR 5 0 & 4
Key PAEREREEURL EAFIRE SEEDORBT R o
ErrDesc TEEFRL 2T o
AuthResURL FOTH TP RAER 1 > R Hw ey
XID P AR RE LA B (RS

Fvenp g Unquie ) o

AwardedPoint [} = =] b pR B BRI

PointBalance B0 R b gL B R o

ProdCode .fa_? FHROAESCHE o BT R RS 0~2 o (&Fld7
-~ BEFRREHFRLAPEFRLE > B LE)
NumberOfPay Av\ﬂﬂmn‘ G BT O ERG 0~2 c(MHEFREE
TR A R E > B L)

LastError A ARG PFengs iR g (P )

CardNumber £ 75+ 55 (654321******1234)

S - Fop
ClearData tr Key i 8 3 gieg vh o g Mg TR T

3.5.3.3 Dot NET ,ﬁ‘vf}nj

A2 URL % % @ 4 ¢h% < (Encrypt)—Dot NET
Encrypt enc = new Encrypt();
enc.MerchantID = "8220130000000";

"90000001";

enc.OrderNo = "123";

"78";

enc.TerminalID

enc.AuthAmt

enc.TxType = "0";

enc.AuthResURL = "https://testepos.chinatrust.com.tw:5443/ctcb/newmac/ShowResParameter.jsp";
enc.Key = "123456789012345678901234";

enc.MerchantName = "JE[E";

enc.AutoCap = "1";

Console.WriteLine("----------- URL Encrypt ----------- ");
if (enc.LastError == 0){

Console.WriteLine("The encoded Msg 1s:{0}", enc.EncodeData);
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telsef

Console.WriteLine("Invalid checking parameter. Error code: {0}", enc.LastError);

f23 URL % % # % ¢ < (Decrypt) —Dot NET
Decrypt dec = new Decrypt();
dec.Key = "123456789012345678901234" ;
dec.EncRes =
"344F5B074BCB12E82FAEFES35B5FCC445F6C43DB180928531A34811B829C809D5SAD3485F50C22DC3148B51321C7D528B90C97
9B2A2CB4D4B079E3C786202161DB859CEO6A3CDO62A7C87317CSFS219AE6851C0OC0O1AFCO7C6502B6CBE43 SFFBF85A87TFFE SDACAF
D4B7483ED777DASFT03E624ES5FA24A2D11309C1 18D7AA1BD3ATE2F8 1 5A669B374598F05AB6DS0CI7D841CO6AB885527D28866C7
364541924EB0645784CB887679794F4412ACOEB6BB80E19554B133813AB2A7C0770D8416C5BACA292E98D 7TFBEEABASC7612F8B
AF56DB33B5BD2C4B7BE1ECC3003F18FADO1 1D0C91079DAD8330227C6C0A44A9C1 SEE1CT3A291734FA22928B3FC87TAF 1DFO6FB46
TF2659173EBTAAFOSOA" : /3% % 3.84% i 4 3128 T AuthResURL(%: % % * )% i URLResENc
Console.WriteLine("----------- URL Decrypt ----------- "
if (dec.LastError = 0) {

Console. WriteLine("2ZZhiREEHS " + dec.Status);

Console.WriteLine("#2 5 #EaR% " + dec.ErrCode);

Console.WriteLine("#&&5aH/E " + dec.ErrDesc);

Console.WriteLine("FHiEMME: " + dec. MerID);

Console.WriteLine("AZ 7<% " + dec.AuthAmt);

Console.WriteLine("s¢ZET8:" + dec.OrderNo);

Console.WriteLine("s¢5F9%:" + dec.XID);

Console.WriteLine("AZZ#ZHEME :" + dec.AuthCode);

Console.WriteLine("-RHARIEES: " + dec.Last4digi tPAN);

Console.WriteLine("FEHER5E:" + dec.CardNumber);

Console.WriteLine("[=[{E4HE: " + dec.AuthResURL);
telse{

Console.WriteLine("Invalid checking parameter. Error code: {0}", dec.LastError);
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3.6 SSLAUthUI & #ol(4 % 7)

(TRl o Y o Sl msg G p (T RGE R 2 1B T)
<html>
<head>
<title>Sample</title>
</head>
<body bgcolor="#FFFFFF">
<form method=post action=https:// Chinatrust 4 x/SSLAuthUI.jsp>
<table width=540 bgcolor=#999999>
<tr>
<TD width="100%"> % §& # & $%.(Mer ID) : <INPUT value="1" name=merlD>
</TD>
</tr>
<tr>
<TD width="100%">* % & :
</TD>
</tr>
<TR bgColor=#aedcff>
<TD align=middle><INPUT type=submit value="Pay by credit card"
border=0 name=imageField height="32" width="161" ></TD>
</TR>
</tr>

<INPUT value="" name=URLEnc length=100>

</table>
</form>
</center>
</body>
</html>

»

B2 1 s URLENC $8ic %4 AT {8 enieiz 24 - 65 Java 5 6] » 23 & PHP
& Dot NET mg‘rv f;vlj’éfg—; % 3.6.2% % 3.6.3 & :

Encrypt enc= new Encrypt();

enc.setMerchantID(merchantID);

enc.setTerminalID(terminallD);

enc.setMerchantName(merchantName);

enc.setLidm(lidm);

enc.setMerID(merID);

enc.setCustomize("0");// % & F ¢ * + @R H L 42ET o
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enc.setPurchAmt(purchAmt);
enc.setTxType("0");
enc.setNumberOfPay("1");
enc.setAutoCap(autoCap);
enc.setProdCode(prodCode);
enc.setinMac(getinMac());
enc.setPid(pid);
enc.setBirthday(birthday);

enc.setOrderDesc(orderDesc);//37 8 5 i > - 4% %

String URLENnc=enc.getEnc();

¢RI R F4107 URL $Lee 2+ P

£18F ¢ ~ 2255 5 o L RE4BY 2 255 o
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3.7 #F b b3k T AuthResURL (4 % & #)

FE e xk 3k 5 AuthResURL 3248 %2 % 3 o | g:,a B (12 JSP A b))
" fi&{t«d—? % <input type=hidden name=AuthResURL value=
http://www.xxXx.com.tw/Xyz.jsp>* =7 Xyz.jsp #% 3%

<htmlI><head><title>AuthResHandler</title></head>
<body>
<%

URLResEnc = request.getParameter(“URLResEnc”)

%>
<I—RKT GRS DSl o >

</body>
</html>

b «Jrﬁ_f_ BN - R E I B R DR 0 2 o TR s (T 2R R e bar

B B 1mm?‘”#ﬂ}*&v&am;f'@? Voo BT A R b R A T -
ﬁ’¢$7¥i{’3“9¢"’ $ 35 & & A EiERINA o BAPM FHP D EIEESE o
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AuthPage.htm ®F p 72 F & 7 7 7| B o erfB (X /) B - HR) > ] & sea 5

<$FORM_BEGIN$>

<$MERCHANT_NAME$> BT LA
<$LIDM$> BT H %Y
<$AMTS$> B2l A
<$PANS$> + B
<$CVC2$> CVC2 i » # =
<$EXPIRED_MONTH$> FRH() WA
<$EXPIRED_YEAR$> FRW(E)

<$GRAPHIC_SECURE_IMAGES$> &7 R85 %58
<$GRAPHIC_SECURE_CODE$> W75k » # &=
<$FORM_ENDS$>

<$V3D_LOGO$> Bz Visa 3-D Secure W44
<$M3D_LOGO$> B2+ MasterCard SecureCode B 4%
<$J3D_LOGO$> B2+ JCB J/Secure W4
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AuthPage.htm gja Iy

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HEAD><TITLE> * + i 4 7 & </TITLE>
<META http-equiv=Content-Type content="text/html; charset=big5">
<META http-equiv="PRAGMA" content="NO-CACHE">
<META http-equiv="CACHE-CONTROL" content="NO-CACHE">
<META http-equiv="Expires" content="0">
<META content="MSHTML 6.00.2800.1476" name=GENERATOR>
<STYLE type=text/css>.c-12 {
FONT-SIZE: 12px; FONT-FAMILY: "Arial", "Helvetica", "sans-serif", " imp 8"
}
</STYLE>
<!--css start -->
</HEAD>
<body background="../images/bg.gif" leftmargin="0" topmargin="0" >
<$FORM_BEGIN$>
<table width="780" height="100%" border=0 cellPadding=0 cellSpacing=0 align=center>
<tr>
<TD width=242 height=75><IMG height=75
src="../images/ctch.gif" width=242></TD>
<TD vAlign=bottom align=right width=538 background=../images/bg_top_banner.gif
height=75>&nbsp;</TD>
</tr>
<tr align="center" valign="top" bgcolor="#FFFFFF">
<td colspan="2" width="778">
<div align="right">
<table width="582" border=0 height="335">
<tr>
<td width="574" height="331">
<div align=right><br>
<table width=620 align=center height="86" border = 0>
<tr>
<td colspan=3 width=780 height=33 class=c-12>
<font color="#003366"><strong>
BDERTRATHFNTE R
<$MERCHANT_NAMES$>
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<br>fE#* 7 SSLPLUS #eit 2 5 & >4 2 )
</font>
</td>
<ftr>
<tr>
<td align=Ileft width="178" height="33" valign="middle">
<p class="c-12">%7 ¥ Ym5i<br>
<font size="1" color="#666666" face="Arial Narrow">Order Number</font></td>
<td align=Ileft width="413" height="33" colspan="2" valign="middle">
<p class="¢c-12"><$LIDM$> </td>
<td align=Ileft width="205" height="33" colspan="2"><font color=#ffbc3b size=5><bh><img
border="0" src="../images/cardtype.gif" width="123" height="43" align="left"></b></font></td>
<ftr>
<tr>
<td align=Ileft width="178" height="33" valign="top">
<p class="c-12">37 & £ #g<br>
<font size="1" face="Arial Narrow" color="#666666">Purchase Amount</font></td>
<td align=Ileft width="87" height="33" valign="middle">
<p class="¢c-12"><$AMT$></td>
<td align=Ileft width="150" height="33" valign="middle">
<p class="c-12" align="center">#7 5 %*<br>
<font size="1" face="Arial Narrow" color="#666666">NT Dollars</font></td>
<td align=Ileft width="205" height="132" rowspan="4" colspan="2"><p class="c-12"><img
border="0" src="../images/cvc2_tw.gif" width="233" height="138">
<p> </p>
</td>
</tr>
<tr>
<td align=Ileft width="178" height="33" valign="top">
<p class="c-12">1 * + + BE<phr>
<font size="1" face="Arial Narrow" color="#666666"> Credit Card Number</font></td>
<td align=left width="413" height="33" colspan="2" valign="middle">
<font color="#990000"><$PANS$>
</font>
</td>
</tr>
<tr>

<td align=Ileft width="178" height="33" valign="top">
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<p class="c-12" align="left">= #5 # % #& <br>
<font size="1" face="Arial Narrow" color="#666666">3-digital<br> Card Validation
Code</font></td>
<td align=left width="413" height="33" colspan="2" valign="middle">
<p class="c-12">
<$CVC2$>
T o i = Bk A8 40t Bl R <br>
<font size="1" face="Arial Narrow" color="#666666">CVC2 is printed as last 3-digit value
on signature pane</font>
</td>
<ftr>
<tr>
<td align=Ileft width="178" height="33" valign="top">
<p class="c-12">tz * + F|H[ * | & ]<br>
<font size="1" face="Arial Narrow" color="#666666">Expire Date</font></td>

<td align=Ileft width="413" height="33" colspan="2" valign="middle">

<$EXPIRED_MONTHS$>/
<$EXPIRED_YEARS$>
<br><font color="#000000" size="2"><span class="h"><font face="Arial Narrow"
color="#666666" size="1">Format
followed by Credit Card</font></span></font>
</td>

</tr>

<tr>
<td align=Ileft width="178" height="33" valign="top">
<font size="1" face="Arial Narrow" color="#666666">% 2 2% % 75 </font>
<$GRAPHIC_SECURE_IMAGE$>
</td>
<td align=left width="413" height="33" colspan="2" valign="middle">
<font color="#990000">
<$GRAPHIC_SECURE_CODES$>
</font>
</td>
</tr>
<tr>
<td align=middle width="1001" height="33" colspan="3" valign="middle">
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<p class="c-12" align="left">

<U><INPUT class=c-12 type=button value="2~;j’ » = % Cancel" name=B2
onClick="reversal();"></U>&nbsp;&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp; &nbsp; &nbsp;&nbsp;

<u>

<input type="submit" name="B1" value="#z % 1 2 To Pay" class="c-12">

<$FORM_END$>

<fa></u></p>
</td>
<td align=middle width="110" height="33" valign="middle">
<p><img border="0" src="../images/twca_ssl.gif" align="top" width="75"
height="75"></td>
<td align=middle width="250" height="33" valign="middle" class="c-12">
<p align="center"><font color="#C0C0C0"> # % % % 7 31 ;:é;;g d <br>
<font face="Arial Narrow">
TWCA</font> 5 B4t ins o 7 <br>
<font face="Arial Narrow">
128hits SSL</font> 7 PR % 1§ Z <br>
EFFREE 2 EE</font></p>
</td>
<ftr>
</table>
</div>
</td>
</tr>
</table>
</div>
<table width="100%" border=0>
<tr>
<td class="c-12">
<p align="left">
<a href=http://www.twpay.com.tw target=_blank></a><font color="#999999">z% % i& 7 2Li% /|
F R o e T A B B s ) h 2370 BT TRERA R
ToPay, 4t " FE FIREES R DHG » TP FHATI SR ART S e ImivE
WY i B S PR FH LA T Y > S EARN A e E A2 IR E 2 g
f o ERREN F 2 EE 5 </font>
<font color="#008080"> % 7 ML IE k| + % 2> FRALFTE =27 & PP > ok iy
HERP RS AR %Ziﬁ’%ﬁﬁﬁiig’Fﬁiﬁﬁﬁmﬁg’%ﬁTrﬁﬁii
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%
Cancel y 4 > & 2 % R#-7 ¢ & (74p B 4248 i¥ ¥ - </font>
<br>
<div align=center>
<$Vv3D_LOGO$>
<$M3D_LOGO$>
<$J3D_LOGO$>
</div>
</td>
</tr>
</table>
</td>
</tr>
</table>
</form>
</body>
</html>

</body> </html|>
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B EpR it )

#define PG_REJ_BATCH_IN_OPEN

Feic)

#define PG_REJ_BATCH_IN_CLOSE

HE 1)

#define PG_REJ_BATCH_IN_SETTLE

#define PG_REJ_BATCH_STATUS

#define PG_REJ_BATCH_OCCUPIED

#define PG_REJ_DUP_BATCH

= a3h)

#define PG_REJ_NO_ACTIVE_BATCH

#define PG_REJ_NO_CVV2_CODE

#define PG_REJ_OVER_AUTH_AMT

#define PG_REJ_OVER_TOTAL_DEBIT_AMT
#define PG_REJ_OVER_TOTAL_CREDIT_AMT
#define PG_REJ_INVALID_RECUR_AMT

%7)

#define PG_REJ_BAD_PRODCODE

36

37

38

39
40
41
42

43
44
45
46
47
51

61

#define PG_REJ_ MERC_ATTRIBUTE_NOT_MATCH

%))
#define PG_REJ_BATCH_CREDIT_GT_DEBIT

71

v ].’;]’%’""" ¥4 URL csgr £ p

(F Fehe b #5di s R PG4 st 1T

(407 PG s S i e f® e 3L 2 (7 B

(4217 PG s sm iz 4 B B et = i B 12 7 4

ik

(Reserved)

(7 PG s AJES B p menp R B R T2 8)
Ui RO B P G 7))

(7 PG @ 2 up fp o ¥ 7 ha b

(F hab R ¥ cpst FALT R IBHE iE %)
(2 % TR & CVV2 %iE5)

(Betp & 3TACBE & 2 1 4 37°04))

(B B & T AE I & 310 04))
CESLES WL S EW Y L El)

(A HELE AR AL FE R

(productCode # i+ #& 3 45 (=1 & *))
62 (HATRESURBEAD LA B (L

(CERE S FIE *xi AR ET)

%
T
#define PG_REJ_CAP_CLEARING_NOT_CONFIRMED 72 ($t/shCap % % ,& A FE:nilsais 'f%**aw)
HHE

#define PG_REJ_WAIT_LOCKED_TXN

E I AAITY 5 PGE Fize 2 b 424 Timeout )

#define PG_REJ_DUPLICATE_CAP

#define PG_REJ_DUPLICATE_CREDIT
#define PG_REJ_DUPLICATE_AUTHREV
#define PG_REJ_DUPLICATE_CAPREV
#define PG_REJ_DUPLICATE_CREDREV
#define PG_REJ_MISS_trvMercid

#define PG_REJ_MISS_trvDepartday

#define PG_REJ_MISS_trvCommission
#define PG_REJ_UNMATCHED _trvMercid
#define PG_REJ_UNMATCHED _trvDepartday77
#define PG_REJ_INVALID_trvCommission
#define PG_REJ_INCREASE_trvCommission
#define PG_REJ_INVALID_trvDepartday
#define PG_REJ_UNRELATED_trvMercid

48

52
53
54
55
56
73
74
75
76

(4217 PGk sLag (7 =x. B PRy
(£ 47 547)

(£ 473 %)

(£ 47 23 #248)

(£ 45 B3 3250)

(£47 2~ 13 4%)

(eg3mH -4 5 7T R 5L

(e 537 B -3 > Fedrikae p)

(P HE- ST EE RN E)

(R H -7 T T ER R N5

(‘/Eﬁ”?‘;—rﬁ'% ! i ;{f —f“hﬁ El )

78
79
80
81

(GexgimH-n £72 VAREIE £3F)
(g3 H - £ 7 7 H 4r)

(Fe2s3 H -aivbae p Faeat R 5 p#p)
(e 2537 H -7 PERE R NELT7 A THAR)

#define PG_REJ_CRED_CLEARING_NOT_CONFIRMED 70 (%" i3 f % % ,& A Fa B34 (7 san = #)

status : 4 (TM Error)
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errcode :
#define TM_ERR_RESPONSE_TIMEOUT
#define TM_ERR_INVALID_SSLTYPE
#define TM_ERR_TRANS_DATA
#define TM_ERR_COMMUNICATION_FAIL
#define TM_ERR_TRANS_NOT_ALLOW
#define TM_ERR_BUFFER_FULL
#define TM_ERR_CARD_NOT_ACCEPT
7))
#define TM_ERR_UPLOAD_ERROR
2 %)
#define TM_ERR_CANCEL_NOT_ALLOW
#define TM_ERR_CPS_NOT_RESPONSE
SRR B
#define TM_ERR_RESTART
#define TM_ERR_OS_ERR
#define TM_ERR_BANK_NOT_SUPPORT
#define TM_ERR_QUEUE_TIMEOUT

CEA S ERTE)

#define TM_ERR_MSGTYPE_NOT_MATCH
#define TM_ERR_PROCCODE_NOT_MATCH
#define TM_ERR_AMT_NOT_MATCH
#define TM_ERR_TRACENO_NOT_MATCH
#define TM_ERR_NII_NOT_MATCH
#define TM_ERR_RESPCODE_NOT_MATCH
#define TM_ERR_TERMINAL_NOT_MATCH
#define TM_ERR_TIME_NOT_MATCH
#define TM_ERR_DATE_NOT_MATCH
#define TM_ERR_PAN_INFO_NOT_MATCH
#define TM_ERR_RETR_REF_NOT_MATCH
#define TM_ERR_MERCHANT_NOT_MATCH
#define TM_ERR_CURRENCY_NOT_MATCH
#define TM_ERR_PREFIX_NOT_MATCH

status : 8 (Bank Error) 3 28 i

~N o O N w N P

11
12
13
14

30
31
32
33
34
35
36
37
38
39
40
41
42
43

v ].’;]’%’""" ¥4 URL csgr £ p

(4247 CardPool |z B % suih P it A

(827 PG s st e 5 AR F)

(4217 PG kst Bend b FRENEY)

(4247 P.G. % su¢2 CardPool »]di ok il S 4 pr)
(4247 CardPool Jz ¥ s sow it L 8 %)

(4177 PG kst b dZin v @)

(5% + B, A+ 5 E R (P 5 8 37 16
(Reserved : % % 3=t T4+ & CardPool 4 ¥ % 4t
(4217 PG & 53 m3Fiz 2 b i (7 Cancel iT#)
(4217 P.G. 5 o5 7 7] CardPool Jc H % 3t % saw i

(4217 P.G )k st & #7fcds @ )*
(417 PG LIt s F)*

(8= P.G.grc EHH WA E )
(4277 P.G )i« %2 CardPool fc ¥ i s/ e B 4

(CardPool fz ¥ i se#tw ooz a4 8 %)
(CardPool 4z ¥ x sesrw ez FAMF =8 %)
(CardPool 4c & % sivrw ez FaliE = )
(CardPool < ¥ & seorw ez FAF =8 %)
(CardPool 4z 8 x se#rw ez FAF =8 %)
(CardPool Jc ¥ 5 se#rw ez FAE =R F)
(CardPool fc ¥ & sostw e TR =8 F)
(CardPool fc ¥ & sostw e TR =8 %)
(CardPool Jc 8 5 se#rw ez FAE =8 F)
(CardPool fc ¥ & sostw g TR =8 %)
(CardPool fc ¥ & sostw e TR =8 %)
(CardPool Jc 8 5 se#rw ez FAE =8 F)
(CardPool fc ¥ & sostw g TR =8 F)
(CardPool fc ¥ & sostw g TR =8 %)

mﬂ'#’i% *ﬁ'ﬁﬁ%'?&"kf'@-td‘?‘kﬁﬁ _\‘,%_Fﬁ,_,ﬁ*&

errcode :

#define REFER TO CARD ISSUER
R %)

#define REFER TO CARD ISSUER
% prehf F])

#define INVALID MERCHANT
#define DECLINED

01

02

03
05

GFe e+ RUA T M RERR S R peeh

(ki o g+ 4Fmet MR b

(& & 424 * & Merchant ID)
BHREpEVFFEEG ST RLDRER L)
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#define RESERVED TO ISO USE
#define CAPTURE CARD
#define RESERVED TO ISO USE
#define INVALID TRANSACTION
#define INVALID AMOUNT
#define INVALID CARD NUMBER
#define INVALID ISSUER
#define RESERVED TO ISO USE
#define RE-ENTER TRANSACTION
#define INVALID RESPONSE
#define REDEEM_REVERSAL_EXPIRED
#define FORMAT ERROR
#define BANK NOT SUPPORTED
#define COMPLETED PARTIALLY
#define EXPIRED CARD
#define SUSPECTED FRAUD
#define CALL HELP
#define RESTRICTED CARD
#define CARD HELP
#define PIN TRY LOCK
#define NO CREDIT ACCOUNT
#define REQUEST NOT SUPPORTED
#define LOST CARD
#define NO UNIVERSAL ACCOUNT
#define STOLEN CARD
#define NO INVESTMENT ACCOUNT
#define RESERVED TO ISO USE
#define NO SUFFICIENT FUNDS
#define RESERVED TO 1SO USE
#define EXPIRED CARD

#define INCORRECT PIN
#define NO CARD RECORD

56

v ].’;]’%)'"" ¥4 URL csgr £ p

06 (Grawdt+tsRiEme)

07 (Frrpm . 2+ ’3—_@’}—# $(7 85 %)
08~11(z& # + &7 B )

12 (& b ’z%‘zp‘fﬁﬂﬁ;)

13 (mr»eeh&if 7 2HEY)

14 (frcent L5

15 (@ 2zehg -+ 4245)

16~18(3¢ # + |7 )

19 (&aF REg LI E)

20  (Reserved)

21 (R B o KEEEB EIR )

30 (hRdEiE N2 R RN

31  (Reserved, bank not supported by switch)

32 (Reserved, completed partially)

33 (B4 jEenn 4 ook ‘?'\gig%l » 45 38)
34 (Reserved, suspected fraud #z & # %)

35  (Reserved, card acceptor call acquirer security)
36  (Reserved, restricted card % *1+)

37  (Reserved, card acceptor call acquirer security)
38  (Reserved, allowable PIN tries exceeded 45 3% = =t)
39 (rrmiziE® FhF i L)

40  (Reserved, requested function not supported)
41 (e )

42  (Reserved, no universal account)

43 (a4 )

44 (Reserved, no investment account)
45~50(;f¢2 3 + $2i7 T )

51 (48 iaat )

52 (No chequing account)~53(No saving account)
54 (7% + 3 L)

55  (Reserved, incorrect personal identification number)

(i id B @45+ % eni v + 5 4)

#define TRANS. NOT PERMITTED TO CARDHOLD
#define TRANS. NOT PERMITTED TO TERMINAL

#define SUSPECTED CARD
#define CALL HELP
#define EXCCEEDS WITHDRAW

#define RESTRICTED CARD
#define CVC ERROR

#define ORIGINAL AMOUNT INCORRECT

#define EXCCEEDS WITHDRAW
#define CALL HELP

59
60
61
62
63
64
65
66

57 (& #F+ % BIFTZRERIE)

58 ({ESF 7eEi7impi d)

(52 +)

(Reserved, card acceptor call acquirer)
(Reserved, amount too high)

(Reserved, card have to check)

(3 * + % > 3w 44 3£, security violation)*
(%n BE 2
(Reserved, exceeds withdrawal frequency limit)

; W’J$ %F‘ ’il’ 19 * f*)

(Reserved, card acceptor call acquirer’s security

department)
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#define HARD CAPTURE

#define RESPONSE RECEIVED TOO LATE

#define RESERVED TO I1SO USE
#define PIN TRIES EXCEES

#define RESERVED TO 1SO USE
#define INVALID TERMINAL

#define SYSTEM NOT AVAILABLE
sent again in a few miniutes)

#define ISSUER INOPERATIVE
#define NETWORK ROUTING ERROR
facility cannot be found for routing)
#define VIOLATION OF LAW

#define DUPLICATE TRANSMISSION
#define RECONCILE ERROR

#define SYSTEM MALFUNCTION
#define ACCOUNT PROBLEM

#define MOD 10 CHECK

#define UNABLE TO AUTHORIZE
#define CAPTURE

#define OVER DAILY LIMIT

status : 9 (SSL HyPOS Server Error)
errcode :

#define ST_MER_SERVER_BUSY
#define ST_MER_DB_NOT_MATCH
#define ST_MER_EXISTING_ENTRY
#define ST_MER_MISSING_ELEMENT
#define ST_MER_INTERNAL

#define ST_MER_INVALID_MESSAGE
#define ST_MER_RECV_TIMEOUT
#define ST_MER_RECV_PG_ERROR
%)

#define ST_MER_SEND_PG_ERROR

#define ST MER_INVALID_RESP_FORMAT

#define ST MER_SYSTEM_ERROR
#define ST MER_INVALID_FORMAT

#define ST_MER_VERIFY_ERROR
#define ST MER_UNAUTHORIZE
#define ST MER_BATCH_CLOSED
A B EC)

#define ST_MER_BATCH_OPENED

67
68

v ].’;]’%)'"" ¥4 URL csgr £ p

(Reserved, requires that card be picked up at ATM)
(Reserved)

BO~TAGer B + BT )

75

(Reserved, pin try too many times)

76~88(311 3 + 41 (7 m 1)

89
90

91
92

93
94
95
96
T8
06
NO
04
P1

nc*
nd
ne
ng*
ni*
nm*
no
np

nq
nr

ns
nt

nv
nz
bc

bo

(Reserved, & & 44 i * = Terminal ID)
(Reserved, cutoff is in process, transaction can be

(Reserved, issuer or switch center is inoperative)
(Reserved, financial institution or intermediate net.

(Reserved, transaction cannot be completed)
(Reserved)

(Reserved, batch upload started)

(e s+ a7 )

(Decline Code: Account problem)

(Decline Code: mod 10 check)

(Decline Code: unable to authorize)

(Invalid capture code: capture)

(Referral Code: over daily limit)

f’? KHyPOS i Lﬁvﬁx%},ﬂq\ _ _«'ff()

li'_
(éz%—:f%‘j‘%%_—r/\i; ’m/z"ﬁ"g‘f”vﬂ )
1

(PR B & Sugsix)
(HCAPI 2 PG Az 3| eh§ R
(A T AL 4 pF)
(Rl P B EFHREPG P2 b B

R A A

(Epeid ¥ @ mi2 B2 b F8F PG AR
(POS #PRE 412 3|7 PG RESP F 417 3#)
(@PREP 357 DIz B0 M T4

(POS PR B4 AT Pl cnF #LF 3F)

(Reserved)

(AP BMAp ARGt =)

(Jx 3] BatchClose % % » %48 5 ape =k g £

(i& 17 BatchOpen 2 % » %8 5 ege=i ke jy £'¢
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#define ST_ MER_NONTRV_USELESS ELEMENTnW (L3225 % 45 5 » o |2 & chf 1)
#define ST_MER_MISSING_TRV_DEPART_DAY ta (%27 H-# > 1 Ep)

#define ST_MER_INVALID_TRV_DEPART DAY th (#5375 -1 B p #f = 4a 3 4 38)
#define ST_MER_MISSING_TRV_MERCHANT_ID tc (% ¥%37 8 -& > /] i {4 55)

#define ST_MER_INVALID_TRV_MERCHANT_ID td (% #5378 -] i % B = 1 58 42 38)
#define ST_MER_MISSING_TRV_COMMISSION te (2§37 -3¢ T 53 & 0 £)

#define ST_MER_INVALID_TRV_COMMISSION tf (25378 -7 2575 & 0 & =4 55 48 38)
#define ST_MER_EXPDATE_EXPIRED ed (2% + 4 sy LEY)

status : 10 (SSL EZPOS System Error)

errcode :

#define SSL_CONFIG_FILE_ERROR 1 (HyPOSEZ Server i sik % 8 %)

#define SSL_CONFIG_FILE_NOT_EXIST 2 (HyPOSEZ Server & %k T+ & &)
#define SSL_MEMORY_ERROR 3 (HyPOSEZ Server s *uizla e £ %)
#define SSL_CONNECT_HYPOS_ERROR 4 (HyPOSEZ # ;% & % 3| SSL HyPOS Server)
#define SSL_MERCHANT_DB_DIR_WRITE_ERROR  5(Reserved)

#define SSL_STOP 6 (Reserved)

#define SSL_LOCK_ERROR 7 (324 2 % I+ & HyPOSEZ Server i&{7 7 )
#define SSL_LOCK_BUSY 8 (Reserved)

#define SSL_UNKNOWN_ERROR 10 (H# 72 P R FlessE)

#define SSLEZ_NOT_MATCH_ERROR 11 (HyPOSEZ & ¢ i st o 37 H %5l)
#define SSLEZ CONF_FILE_ERROR 12 (HyPOSEZ : %%k T £ F)

#define SSLEZ_DBPATH_NOT_FOUND_ERROR 13  (Reserved)
#define SSLEZ_DBFILE_NOT_FOUND_ERROR 14 (HyPOSEZ & }* % % 4p M & &4%)

#define SSLEZ_XIDFILE_ERROR 15 (HyPOSEZ %2 % &4%¢ XID 2 % BV E %)
#define SSLEZ_UPDATEDB_SIGNAL_ERROR 16 (HyPOSEZ B a2 % &4 2 ¥)

#define SSLEZ_STOP 17 (HyPOSEZ k¢ s 5t2 % A B ¥ 7 #7)

#define SSLAP_MERID_ERROR 18 (URL-Link £ F Z &V B ¥ -2 B £ 1 %H5)
#define SSLAP_LIDM_ERROR 19 (URL-Link % 7 & & #2538 B 4 —3 337 H Shih)
#define SSLAP_PURCHAMT_ERROR 20 (URL-Link F &R EF—"HI S £24)
#define SSLAP_ AMTEXP_ERROR 21 (URL-Link % 7 5 & f&34 £ % —2 3 % Bl 4p i)
#define SSLAP_EXPDATE_ERROR 22 (F*F3 %P RERRENEF)

#define SSLAP_PAN_ERROR 23 (B FFHLRENEY)

#define SSLAP_CURRENCY_ERROR 24  (URL-Link =7 & &5 2 '#—’Tﬁi 5 aew))
#define SSLAP_INIFILE_ERROR 25 (HyPOSEZ Internal Error : s suk Z4H 8 %)
#define SSLAP_XID_ERROR 26  (HyPOSEZ Internal Error : XID % % B 5.2 %)
#define SSLAP_AUTHRRPID_ERROR 27  (HyPOSEZ Internal Error : AUTHRRPID % % & %L
2%)

#define SSLAP_CREDRRPID_ERROR 28 (HyPOSEZ Internal Error : CREDRRPID % % & %5

£2%)




@ B 8 K PR £42F URL i r £ p

Chlmmm

#define SSLAP_UPDATEDB_SIGNAL_ERROR 30 (HyPOSEZS B ix% % & 442 %)
#define SSLAP_CONNECT_TIMEOUT_ERROR 31 (HyPOSEZ £ SSL HyPOS Server i% M2 EEA)

#define SSLAP_LOGIN_ERROR 32 (RBBTFHCALET RER 0 L ARG
#define SSLAP_CARD_INVAILD 69 (Fr+RFRLIzE)

#define SSLAP_CARD_FORMAT_ERROR 70 (+ R FMLE L HEKT)

#define SSLAP_CARD_NO_ERROR 71 (FRFRAIELLG)

#define SSLAP_3D_CONNECT_TIMEOUT 72 (s 1 3D Server i F¥)

#define SSLAP_PANTX_EXCEEDED NGRS SEUERIES JEET))

#define SSLAP_URL_PARAMETER_ERROR 80 (URL # & % » 4dicts 3\ 45 38)

#define SSLAP_URL_USER_CANCEL 88 (it * 4Pl 2 d)

#define SSLAP_TXTYPE_NOTMATCH 95 (F »ehtxType 8B HFR 2L 3587 B 2)
#define SSLAP_MAC_NOTMATCH 9% (HFREELFREBHETE)

#define SSLAP_MAC_KEY_INVALID 97 (RZEEHFELERE Key &)

#define SSLAP_GENMAC_ERROR 98 (4 E >R A 4 BT R

#define SSLAP_VALIDATECODE NOTMATCH 99 (#+ * & POS URL fi+ T “Tii » chifl ) s 545 7
I FE)

#define SSLAP_CUSTPAGE_NOTEXIST 100 (& Z 824 TF)

#define SSLAP_MERCHANT_NOTEXIST 101 (d o~ 4k PR

#define SSLAP_MERID_NOT_MATCH 102 (merlD 7 - X)

#define SSLAP_DB_CONNECT_ERROR 105 (FH4L A4 2 pT)

status : 12 (3D Secure Error / Risk Constraint Error)

errcode :

#define SBDSECURE_CAVVCHK_ERROR 11  (42{7 CardPool # +: % % 3D 2748 4 fz)
#define 3DSECURE_OVER_AUTHAMT 21 (HpRifpfELipRELF PG R
#define 3DSECURE_OVER_AUTHNUM 22 (Hp lfpRELEQERF PG )
#define 3DSECURE_OVER_SGL_AUTHAMT 23 (HEIipfEsHpRENFTPGCHR)
#define 3DSECURE_INACTIVE 24 (7 PGHREFRLEFRETE)

#define 3BDSECURE_INVALID_CARDRANGE 25 (BRIEFPCEFREP W FHZITHE
#define SBDSECURE_IN_PANBLACKLIST 26 (47 PG E P o 2 & X% F53 %)
#define 3DSECURE_NO_MERDATA 27 (817 PG A4 i H ¥ 5
#define 3BDSECURE_INVALID _ATTRIBUTE 28 (4#1{7 P.G.#% A Jc 3|4k ¢ FEE IR JRAE)
#define 3DSECURE_PROCESS_ERROR 40 (3D ®FE4 px)

#define 3DSECURE_DENIAL 41 (#F+ 4 ﬁ%] » 3D }ﬁﬁé&;ﬁfhﬁ'—)

#define 3SDSECURE_NONPARTICIPATING_PAN 42(3+ + & ¢ 3 i 3D B IRIE)

#define SDSECURE_ENROLLEDCHK_PAN 43 (& ;= |3 + ’%»*JLrEL, 13D %+ 7 F)
#define 3DSECURE_PARES_NONE 44 (&2 3 3D B+ (FREY )
#define 3BDSECURE_PARES _UNKNOWN 45 (;’E & 203 3D F T BAaLE T L)
#define VISA_3DSECURE_OVER_PAN_AUTHAMT 46 (H+ R 2@ 2R EH AP S X TLHER)
#define VISA_3DSECURE_OVER_MONTH_AUTHAMT 47 (4% 5 chH ? B - 4248 £ 1R 4238 + Q)

43 h)

‘Pér
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#define VISA_3DSECURE_OVER_PAN_TXNCNT_IN_DURATION 48 (- % c11% B 3248 = #icAz 6 3 b %
Tt )

#define VISA_3DSECURE_ATTRIBUTE_NOT ALLOW 29 (4217 PG & B 3t 552 3 # it)

#define VISA_3DSECURE_INVALID_CARDRANGE 25(fz* 87 A PG A RAFE R TT &L

+ B EN)
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PR BT E4217 URL haiig w L

BRI

HY_R_MAC_MERCHANTID
HY_R_MAC_TERMINALID
HY_R_MAC_LIDM
HY_R_MAC_PURCHAMT
HY_R_MAC_TXTYPE
HY_R_MAC_CAVV
HY_R_MAC_OPTION
HY_R_MAC_STATUS
HY_R_MAC_ERRCODE
HY_R_MAC_AUTHCODE
HY_R_MAC_AUTHAMT
HY_R_MAC_OFFSETAMT
HY_R_MAC_ORIGINALAMT
HY_R_MAC_UTILIZEDPOINT
HY_R_MAC_LAST4DIGITPAN
HY_R_MAC_ACQUIREBIN
HY_R_MAC_CARDNUMBER
HY_R_MAC_EXPYEAR
HY_R_MAC_EXPMONTH
HY_R_MAC_TOTALAMOUNT
HY_R_MAC_XID
HY_R_MAC_EXPIRY

HY_R_MAC_ECI
HY_R_MAC_ERRORCODE
HY_R_MAC_KEY
HY_R_MAC_DES
HY_R_MAC_DESKEY
HY_R_MAC_OUTPUT
HY_R_MAC_ERR_CIPHERTEXT

¥ @

(HEX)
0x11000001
0x11000002
0x11000003
0x11000004
0x11000005
0x11000006
0x11000007
0x11000008
0x11000009
0x1100000a
0x1100000b
0x1100000c
0x1100000d
0x1100000e
0x1100000f
0x11000010
0x11000011
0x11000012
0x11000013
0x11000014
0x11000015
0x11000016

0x11000017
0x11000018
0x11000019
0x1100001a
0x1100001b
0x1100001c
0x1100001d

w i@ E

(DEC)
285212673
285212674
285212675
285212676
285212677
285212678
285212679
285212680
285212681
285212682
285212683
285212684
285212685
285212686
285212687
285212688
285212689
285212690
285212601
285212692
285212693
285212694

285212695
285212696
285212697
285212698
285212699
285212700
285212701

&

EERCNRR I SR e
Horps e R

TH MR R

BB EFRHF
AR

CAVV #3445 3%

A TR A B e SN 4 iR
TR AR R

T hBFR RS
TE AR SR
PREFR ST
ITREEREF
Rl 7 £ 3
0L B S A R
FELAE BT RN
AcquirerBIN # ;% 45 3%

[ER i Y SEaE

B g onE R
B4 on? AR
ThEFRSEE

EER Y B A
RS BN S K
2 i

Eci &34 45 3%
ErrorCode #: 5% 45 &

Key 3% & 3F

TR 7S 45 o5

KEY ## 4% 4 pz
MAC i 14 3

S el
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